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• 0x9c60 0x8c EM_TI_C6000
• 

$ file chall.elf
ELF 32-bit LSB executable, *unknown arch 0xffff9c60* version 1 (SYSV), 
            statically linked, stripped
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0000005ac <.text>:
5ac: 003c0058 add .L1 0,a15,a0
5b0: 07bc1058 add .L1X 0,b15,a15
5b4: 023c54f4 stw .D2T1 a4,*b15--(8)
5b8: 023c54f6 stw .D2T2 b4,*b15--(8)
5bc: 033c54f4 stw .D2T1 a6,*b15--(8)
5c0: 07fffc52 addk .S2 -8,b15
5c4: 003c54f4 stw .D2T1 a0,*b15--(8)
5c8: 01bc54f6 stw .D2T2 b3,*b15--(8)
5cc: 00000028 mvk .S1 0,a0
5d0: 00000068 mvkh .S1 0,a0
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$ strings chall.elf | grep "GPNCTF"
GPNCTF{you_really_know_your_instruments_now_PR_it_to_ghidra}

6



• 

• 

• 

from binaryninja.architecture import Architecture

class TMS320C6x(Architecture):
    name = 'TMS320C6x'

TMS320C6x.register()
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class TMS320C6x(Architecture):
    name = 'TMS320C6x'
    address_size = 4 # 32-bit addresses
    max_instr_length = 4 # 32-bit instructions

    regs = {
'A0': RegisterInfo('A0', 4), 
'A0H' = RegisterInfo('A0', 2, 2), # ...

    }
    stack_pointer = 'B15'
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def get_instruction_info(self, data: bytes, addr: int) -> Optional[InstructionInfo]
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def get_instruction_text(self, data: bytes, addr: int) 
            -> tuple[list[InstructionTextToken], int]

return ([
        InstructionTextToken(
            InstructionTextTokenType.InstructionToken, 
            instr.opcode)
    ], 4)
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def get_instruction_low_level_il(self, data: bytes, addr: int, il: LowLevelILFunction) -> int

    il.append(
        il.set_reg(4, "A0", 
            il.add(4, il.const(4, -1), il.reg(4, "A0")))
    )
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instruction A
|| instruction B
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|| [!A0] mvkh.S1 0xffff0000, A3
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ldw.D1 *A4++, A5
|| ldw.D2 *B4++, B5
|| [B0] sub.S2 B0, 1, B0
|| [B0] b.S1 loop
|| mpy.M1 A5, B5, A6
|| mpyh.M2 A5, B5, B6
|| add.L1 A7, A6, A7
|| add.L2 B7, B6, B7
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mvc.S2 B0, ILC
nop 3
sploop 1
ldw.D1 *A4++, A5

|| ldw.D2 *B4++, B5
nop 4

|| mpy.M1 A5, B5, A6
|| mpyh.M2 A5, B5, B6

nop 1
spkernel 2, 0

|| add.L1 A7, A6, A7
|| add.L2 B7, B6, B7
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def analyze_basic_blocks(self, func: Function, context: BasicBlockAnalysisContext)
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block = context.create_basic_block(location.arch, location.addr)
block.add_pending_outgoing_edge(branch_type, location.addr, arch, falltrough)
block.add_instruction_data(instruction_data)
block.can_exit = True # not read-only
block.end = end_address # important!
context.add_basic_block(block)

view = func.view
view.read(location.addr, arch.max_instr_length)
view.analysis_is_aborted
context.max_function_size
context.finalize()
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class InstructionTextToken:
def __init__(self, type: InstructionTextTokenType, text: str, 

            value: int = 0, size: int = 0, operand: int = 0xffffffff,
#...

)
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    NewLine {
// Offset into instruction that this new line is associated with

        value: u64,
    },

// ...
    BNInstructionTextTokenType::NewLineToken => Self::NewLine { value: value.value },
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# prepare context:
def analyze_basic_blocks(self, func: Function, 
        context: BasicBlockAnalysisContext) -> None:
    context.function_arch_context = FunctionContext() # any type possible

# later used for:
def get_instruction_text_with_context(self, data: bytes, addr: int, context: Any)
def lift_function(self, func: LowLevelILFunction, 
        context: FunctionLifterContext) -> bool:
    function_context = context.function_arch_context
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for block in context.blocks:
    function.set_current_source_block(block)
    context.prepare_block_translation(function, arch, block.start)
    addr = block.start

while addr < block.end:
        opcode = block.get_instruction_data(addr)
        stream = arch.disasm.disasm(opcode, addr)
        lifted_bytes = lift_basic_block(stream, shared_context)
        addr += lifted_bytes
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